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The effectiveness of any methodology used to identify hazards in chemical processes
affects both safety and economics. To achieve maximum safety at minimum cost, a
conseruvative, but realistic, analysis must be carried out. An approach to hazard identifi-
cation is proposed based on a detailed process model which includes nonlinear dynam-
ics and uncertainty. A new modeling framework, the region-transition model (RTM), is
developed, which enables the simulation of regions of the operating space through an
extension of the hybrid state transition system formalism. The RTM is illustrated on a
nonlinear batch reactor with parameter uncertainty. A safety-verification algorithm iden-
tifies regions of the input space (initial conditions and external inputs) which guarantee
safe operation. The algorithm is successfully applied to three examples: a tank with
overflow and underflow, a batch reactor with an exothermic reaction, and a CSTR with

feed preheating.

Introduction

Although long overlooked by the academic community,
safety has always been a critical issue in the design and oper-
ation of chemical plants. The occurrence of catastrophic acci-
dents such as Seveso (Kleindorfer and Kunreuther, 1987),
Bhopal (Kurzman, 1987), and Flixborough (Lewis, 1989) has
resulted in less public acceptance of the chemical industry
and led to the development of new safety standards and regu-
lations, such as the European directive adopted after the
Seveso incident (OJEC, 1997), or the OSHA standards for
the management of highly hazardous chemicals (OSHA, 1992)
in the U.S. It is now essential for chemical companies to carry
out systematic analyses that convincingly demonstrate the
safety of their processes to the increasingly wary regulatory
agencies and general public.

An essential phase of the safety analysis of any process is
concerned with the early phase of hazard identification. The
hazards cataloged at this stage determine the focus of the
remainder of the safety analysis. A number of approaches
have been proposed for this important task. Most techniques
advocated are based on qualitative information (Kelly, 1991;
Kletz, 1991; Eley, 1992; Jones, 1992; Goring and Schecker,
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1993; Catino and Ungar, 1995; Kumamoto and Henley, 1996),
but a few quantitative methods have also been devised in re-
cent years (Dimitriadis et al., 1997; Park and Barton, 1997;
Moon et al., 1992). These existing methodologies are first
briefly reviewed in order to identify needs for the future. We
then present a new methodology which addresses some of
the issues raised.

Qualitative hazard identification

Qualitative techniques are widely used in industry. They
capitalize on the experience acquired through years of prac-
tice and revolve around a team effort to analyze new pro-
cesses. The most prominent approaches are checklists, pre-
liminary hazard analysis (PHA), and hazard and operability
studies (HAZOP). The concept of qualitative simulation has
also emerged recently to help automate the task of hazard
identification.

Checklists (Eley, 1992) rely on expert knowledge of the
plant and safety regulations in order to identify disturbances
in the operation of the process that can lead to unsafe situa-
tions (initiating events). A checklist is simply a list of all antici-
pated sources of hazards, such as pressure containers, pumps,
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corrosion, and fire. Preliminary hazard analysis (PHA)
(Kumamoto and Henley, 1996) goes beyond the checklist to
identify hazards in terms of the sequence of events that lead
from the initiating event to the final consequence. This addi-
tional information may be used to facilitate risk mitigation.
Because checklists and PHA rely heavily on past experience,
they are ill-suited to innovative projects. Additionally, little
or no provision is made for interactions between different
process units.

HAZOP (HAZard and OPerability) studies enable a more
comprehensive analysis starting from a process and instru-
mentation diagram (P&ID) of the plant (Kelly, 1991; Kletz,
1991; Jones, 1992; Goring and Schecker, 1993). A team of
safety experts analyzes each portion of the diagram trying to
evaluate the potential hazards resulting from deviations from
normal operation. A significant difference from checklists is
that no assumptions are made at the outset on the types of
dangers on which the team should focus. Creative thinking is
encouraged through the use of keywords such as more, less,
faster, lower, and so on. The progression of these virtual
changes is then followed through the P&ID and hazardous
consequences are thus identified. A drawback of HAZOP
studies lies in their intensity: highly qualified personnel are
required to spend considerable amounts of time poring over
the P&IDs. For instance, ICI (Kumamoto and Henley, 1996)
estimate that 100 man-hours are necessary for every million
dollars in capital investment. The reliance on exclusively
structural information to describe the process dynamics leads
to a poor understanding of the interactions between different
complex units and therefore threatens the reliability of the
hazard identification. In addition, the systematic use of en-
tirely qualitative keywords often leads to scenarios that are
physically unrealizable, but that are nonetheless considered
in the design of a safety system, resulting in the so-called
“gold plating” of the plant. Despite their disadvantages,
HAZOP studies constitute a central part of most industrial
safety assessments because they produce conservative results
and offer better guarantees than other techniques that signif-
icant hazards have indeed been eliminated. As a result, there
have been efforts to systematize and facilitate their use
throughautomation (Srinivasan and Venkatasubramanian,
1998; Viswanathan et al., 1998).

Qualitative simulation, which first arose in the Artificial
Intelligence community (Kleer and Brown, 1984; Kuipers,
1986), is based on a model of the process in terms of trends,
that is, positive or negative changes in process variables. The
effect of initiating events corresponding to abnormal process
states such as equipment failure is studied. This approach
has been used to study the safety of chemical processes by a
number of researchers (Catino and Ungar, 1995; Waters and
Ponton, 1989). In this case, a qualitative model of the process
and knowledge of possible initiating events are required and
may be incorporated into a simulation tool. Once the behav-
ior of the system has been generated for a given set of initiat-
ing events, the engineer can examine trends to determine
whether a hazardous situation has occurred. Provided that
the plant model is reliable and that the library of faults is
complete, qualitative simulation has the potential to be a
more powerful approach than HAZOP studies as it deals
better with complex plant interactions. Like HAZOP studies,
however, it can be very time-consuming because each initial
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Figure 1. State-based representation of a tank.

a is a constant parameter.

event or combination of events must be examined in order to
discover possible hazards.

Quantitative model-based approaches

One of the major problems with the hazard identification
techniques presented so far is that they are based on mostly
qualitative information which does not represent the com-
plexity of chemical processes well. While they are often effec-
tive at identifying a list of potential hazards, it is usually diffi-
cult to determine whether these hazards can actually occur
and how this might happen. A more realistic understanding
of the hazards associated with any given initiating event could
be obtained by using all known information on the process,
including quantitative models. Such an approach would facili-
tate the consideration of the interactions of possible events.
Several researchers have worked on approaches that meet this
goal, by developing new modeling frameworks and tools to
analyze the models. Quantitative model-based techniques all
require knowledge of regions of the operating space that cor-
respond to unsafe plant operation (such as a maximum oper-
ating pressure), and a list of potential disturbances to the
process. Thus, they should really be viewed as a complement
to qualitative techniques rather than a replacement.

The quantitative approaches are based on the fact that
chemical processes are fundamentally hybrid systems, that
is, they operate partly in a continuous way and partly in
a discrete way (Barton and Pantelides, 1994). The simple
system of Figure 1, for example, shows a tank with three
states—normal operation, empty, and full—and the sets of
continuous variables and equations that represent its dy-
namic behavior. In the context of hazard identification, the
unsafe states (empty and full in the case of the tank) can
generally be considered as “terminal”states: once one of these
states is entered, the possibility of the hazard occurring has
been ascertained and there is no need to model the return of
the system to a safe state. In general, a hybrid system may
evolve between a number of nonterminal safe states and ter-
minal unsafe states.

The study of hybrid state-transition systems such as this
one has been an active topic of research in the computer
science and electrical engineering communities for a number
of years (Wallace and Fujii, 1989; Grossman et al., 1993; Alur
et al., 1996). Recently, researchers in the chemical engineer-
ing community have also turned their attention to this issue
(Barton and Pantelides, 1994; Dimitriadis et al., 1996; Barton
and Park, 1997; Dimitriadis et al., 1997).
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A hybrid system can be represented by a directed graph as
the one in Figure 1. The main elements of the graph are
listed below.

A set 8 of vertices called locations or states.

A set of continuous variables and equations corresponding
to each location. The equations take on the general form

FOEO(), 9(1), yO(1), u(1)) =0,¥s€ 8. (1)

where x)(¢) is the vector of variables representing state s at
time ¢, y*)(¢) is a vector of algebraic variables for state s and
u(t) is a vector of external influences (controls or disturb-
ances) on the system.

A set of edges & that correspond to transitions between
locations. A transition e = (s, s, [, I ) consists of a source
state or location s, a target state s, a transition relation
L (x(8), y©(¢), u(t)), which is a logical condition and a
state initialization

Le(£9(0), £9(0), £9(0), £(1), Y1), Y1),
u(t)) =0.

A number of assumptions are usually made regarding the
types of equations which describe system behavior and the
nature of possible transitions. A model must be able to de-
scribe a “run” of the hybrid system based on a set of initial
conditions and external influences. A run is the trajectory of
the system, and it can be defined in terms of the times of the
state transitions and the values of the relevant variables as
the system enters each new state. Two main approaches have
emerged to model hybrid systems. One assigns a binary vari-
able to each state, defining whether the system is in that state
or not (Dimitriadis et al., 1997). One and only one such vari-
able must be equal to one at any given time. Binary variables
are also used to specify which transition relations are satis-
fied and which transition actually takes place at any given
time. Variables describing equations and initializations for all
states are incorporated within a single model and are acti-
vated or deactivated depending on the value of the binary
variable representing the appropriate state. The alternative
modeling strategy uses Boolean variables rather than binary
variables to represent the state the system is in (Alur et al.,
1995).

Once a representative model of the system has been built,
two broad strategies have been advocated in order to probe
the models and identify possible hazards:

(1) Reachability analysis (Alur et al., 1995; Asarin et al.,
1995; Dill and Wong-Toi, 1995): Given a set of possible ini-
tial conditions, identify the (unsafe) states the system can
reach over an infinite time horizon. Model checking using
computational tree logic (CTL) (Moon et al., 1992; Park and
Barton, 1997; Clarke et al., 1986), which applies to linear
Boolean systems only, is essentially a restricted, but highly
efficient, form of reachability analysis.

(2) Optimization-based worst-case analysis (Dimitriadis et
al., 1996, 1997): Given a set of possible initial conditions and
controls and a finite time horizon, minimize the time needed
for the system to reach an unsafe state. This quantitative ap-
proach has been combined with automated HAZOP analysis
(Srinivasan et al., 1997, 1998).
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In order to guarantee the validity of the results obtained
through these approaches, the analysis tools used must be
based on a global analysis of the model. In the case of reach-
ability analysis, rigorously valid over- and under-approxima-
tions of the model must usually be built, while for worst-case
analysis, the global solution of the dynamic optimization
problem is required. Given the theoretical difficulties this
poses, these approaches have unfortunately been restricted
to linear systems, and as such are applicable to a limited
number of chemical processes. While it is common practice
to linearize process models to increase tractability, such an
approach is not suitable in the context of process safety as
hazardous conditions are typically substantially different from
the steady-state point used for linearization and are often
caused by nonlinear behavior. In view of the capability of
quantitative hazard identification to yield more realistic safety
analysis than qualitative techniques, this work discusses the
development of reliable models and techniques for nonlinear,
uncertain systems. In particular, we aim to address the safety
of nonlinear, uncertain systems through an analysis which will
answer the following question:

Given a set of possible initial conditions and inputs and a
finite time horizon, identify the set of initial conditions and in-
puts which lead to unsafe behavior.

A new modeling framework, the “region-transition model,”
is developed. A methodology is then presented to analyze the
safety of the system using this model. Finally, the proposed
approach is applied to three examples: a linear tank problem,
a batch reactor with uncertain parameters, and a CSTR with
feed preheating.

Region-Transition Model (RTM)
Representation of system state: regions

The objective of the present work is to develop a method-
ology which enables the analysis of regions of the operating
space in terms of safety. Traditionally, an understanding of
operating regions is achieved through the combination of op-
timization techniques with a modeling framework that allows
the simulation of the system behavior given specific values
for the initial conditions, inputs, and model parameters—a
“point model.” In contrast, we propose a new modeling tool
which allows the simulation of the system based on sets of
values for the initial conditions, inputs, and model parame-
ters—a “region model.” Thus, the system no longer evolves
from point to point in the space of states, but rather from
region to region. This concept has been briefly discussed in
Adjiman (1999) and Huang et al. (2000). Two types of regions
are introduced:

e A simple region r is defined by a unique state s and a
hyper-rectangle [x(®, ¥ [y®), ], which provides bounds
on the state variables that describe state s. The region r is
then denoted by (s, [x®, ¥O1x[y®, y&)).

e A general region ® is defined as a union of simple re-
gions. It may consist of H, simple regions in a given state s
which cover disjoint hyper-rectangles, such that ® =
U,or g (s[x®, 091x[y®), 599]). More broadly, the
simple regions may be in different states in the set $,,, such
that ®= U, g (s, x®) where x'=U,_; (s [x@
EEO]X [y, FOD)),

.....

-----

AIChE Journal



0 X7 1 0
(a)

Xy 1 0 X 1
(b) (©)

Figure 2. Mole fraction of component 1 in the liquid (x,) and gas (y,) phase for two-component mixture.
The system is in (a) a simple region in the state of gas/liquid coexistence; (b) a general region in the coexistence state; (c) a general region

in all three possible states.

These concepts are illustrated in Figure 2 which considers
a two-component fluid in a heated tank. The fluid can be in
one of three states: supercooled liquid, coexisting liquid and
gas, and superheated gas. The system is characterized by its
temperature and the mole fractions of component 1. In the
liquid state, only the liquid mole fraction x; is relevant. In
the gas state, only its gas mole fraction y, is meaningful. Fi-
nally, in the coexistence state, both x; and y; must be known.
The traditional “point” description of a system is a special
case of the region description.

In order to manipulate regions which combine several states
and hyper-rectangles, it is necessary to modify standard set
operations. Given two regions ®; and ®,, the following def-
initions will be used:

Intersection of Two Regions. ®; N ®, is obtained by first
identifying the states common to both ®, and ®, and, then,
for each of these states, identifying the intersection of hyper-
rectangles.

Union of Two Regions.
regions in ®; and ®,.

Subset of a Region. ®,;C ®,, if and only if all states in
®, are also in ®, and, for each state s € ®,, the set of
hyper-rectangles x{* is a subset of the set of hyper-rectan-
gles x$* corresponding to state s in ®,.

The systems considered in this work are represented within
the hybrid state transition network formalism outlined in the
subsection on quantitative model-based approaches. How-
ever, several modifications are introduced to ensure that re-
alistic systems can be represented and to enable the model-
ing of regions. These are discussed below.

®, U ®, is the union of all simple

Model assumptions

Determinism. It is assumed that the differential and alge-
braic equations describing the behavior of the system in state
s can be expressed as the differential-algebraic system

(1) = fO(x0(0), y(0), u(1)),
g(x(1), y(1), u(1)) =0 (2
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and that the model has a unique solution for any given set of
consistent initial conditions, inputs and model parameters. No
linearity assumptions are made.

Time-Invariance. The equations describing a state, the
transition relations and the state initializations are assumed
to be time-invariant. Thus, the memory of the process is lim-
ited to its latest state.

Instantaneous Transitions. Some researchers reduce the set
of state initializations at time ¢, I, (¥, ¥¢7, x®), x) y©),
¥, u)=0, to x® =xY and y©) = y(s), so that the same
variable set describes every state in the system (Asarin et al.,
1995). However, in general, the variable vector changes upon
a transition: this is the case for a phase change where the
disappearance of a phase removes the need for mole frac-
tions describing that phase. No particular form is assumed
for the state initializations in this work. However, it is as-
sumed that transitions are instantaneous.

Model components

Uncertainty Representation. Using a nonlinear model which
represents the system better than a linear model is not suffi-
cient, if a reliable safety analysis is to be performed. The
presence of uncertain information may be reflected in two
ways: through probability distributions or through bounds on
the uncertain data. In this work, we adopt the bounds de-
scription since hazard analysis is concerned with the possibil-
ity for hazards to occur rather than with their likelihood—an
issue tackled in the subsequent phase of a risk management
exercise. For instance, consider that a rate constant k for a
first-order reaction 4 — B has been measured as 1.6 s~ ! with
a +5% experimental error. Then, the rate constant is repre-
sented by a set of values {k} bounded by two real numbers k
and k equal to 1.52 s™! and 1.68 s~ ', respectively. The reac-
tion rate can then be expressed as a set

{ry={r:r=kC,, ke{k}=[k k|} ®)

where C, is the concentration of species 4. The uncertainty
in the kinetic parameter is thus propagated and a set of val-
ues is obtained for the reaction rate.
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In the above example, it is assumed that although the value
of the parameter is uncertain, its intrinsic value is constant.
In some cases, some uncertainty may arise because the pa-
rameter value varies with time. That case is not considered in
this article.

Model Equations. The introduction of sets of parameter
values to represent uncertainty, and sets of inputs and initial
conditions to represent operating regions changes the nature
of the model equations. The righthand side of differential
equations of the form x(¢) = f[x(¢), y(¢), u(¢)] becomes a set
of functions so that the system

() ={flx(), y(1), u()]}
glx(0), y(1), u()]=0 C))

now describes a set of trajectories {x(¢), y(¢)}.

Since the evaluation of every solution to this set of equa-
tions is clearly impossible, we seek to bound the set of solu-
tions with trajectories x(¢), ¥(¢), y(¢t) and y(¢) such that

(x(1), () €{x(1), y(1)} = (x(1), y(1))
e[x(n), (O ]x[y(1). 5(1)]. ()

The trajectories x(¢), ¥(¢), y(¢+) and y(¢) may coincide with
the exact bounding trajectories of {x(¢), y(¢)}, or they may
provide an overestimate of the set {x(¢), y(¢)}. This conserva-
tive modeling of the system behavior is desirable in the con-
text of safety analysis to ensure that all possible unsafe situa-
tions are identified.

The derivation of bounding trajectories is a crucial aspect
of the modeling framework. The strategy proposed is based
on a discretization of the equations and the use of interval
arithmetic (Moore, 1966). We consider the case of systems of
ordinary differential equations where the system is repre-
sented by x = f[x(¢), u(¢)]. First, an approximation to the
point model is constructed through an explicit discretization
scheme, and the differential equations are replaced by a set
of algebraic equations. In the case of a forward discretization
scheme, they take the form

x; 1 =f(x;,u;), i=0,...,N. (6)
where N is the number of discrete time intervals. It is, of
course, essential to ascertain the stability and accuracy of this
discretization scheme when choosing the time step. Next, an
inclusion for f(x;, u;) is derived, that is, a function F = F(x;,,
X, u;, u) such that f(x,, u,) € F, Vx,€[x,%,], Yu, €[u,,
u_i]. Such an inclusion could, for instance, be constructed as a
natural extension, or could be based on a Taylor-series form
(Moore, 1966). In the simple case of the tank in Figure 1 with
initial condition V), the initial volume of liquid, and input
F, (¢), the inlet flow rate of liquid, the (linear) model equa-
tion can be discretized as

Vigi=Fy,;8t+(1—adt)V,, i=0,...,N. (7

The inclusion for V;,; based on natural extension is given by
Vis1 € [fin,iSt +(1- adn)l;, Fy, 8t +(1- aat)vi] ,

i=0,...,N, (8)
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provided that aét <1. Due to the linearity of the equation,
this inclusion provides exact bounds on the set of discretized
trajectories. If there is some uncertainty in the parameter o
such that @ €[a, al, where a >0 and @dr <1, then the ex-
act inclusion becomes

Vio€|F

i Zin,i

8t +(1— @dr)V;, F, 6t +(1— adt)V],
i=0,...,N. (9)

When the system is represented by a set of differential-
algebraic equations, the generation of bounding trajectories
is more difficult. While we do not present a general deriva-
tion of bounding trajectories for such systems in this article,
we show how this issue can be handled for certain types of
algebraic equations in one of the case studies in the next sec-
tion.

System Transitions. As the system evolves from region to
region, parts of the region may undergo transitions to differ-
ent states. In order to identify the transitions taking place at
time ¢, we must evaluate the logical conditions for the entire
region in which the system is found at time ¢. Let us consider
that the system is in the simple region r = (s, [x®(¢), ¥*)(¢)]
X[y©(2) )(¢)D and that the range of possible inputs is given
by [u(t), a(t)]. Due to the possible presence of nonlinearities
in the logical conditions defining a transition from s to s,
Lo (x9(8), y 1), u(r)), it is not usually sufficient to evaluate
I,y at the vertex points of the simple region. In general, an
inclusion of L, =[l,,, I ] of I is obtained using the rules
of interval arithmetic so that

Ly (x9(1), yO(t), u(r)) € Ly, YxO(1)
e [-E(S)(t), _f(s)(t)] s Vy(s)(t) = I:._v(s)(t)’ 5’(5)(1‘)] ,
Vu(r) €lu(t), u(r)]. (10)

This inclusion provides exact bounds on /,; when it is linear,
and an overestimate when it is nonlinear. In all cases, three
outcomes may occur:

(1) 1,y =0, meaning that /,, is TRUE for the entire region
and the transition occurs.

() I,y <0, meaning that /, is FALSE for the entire re-
gion and the transition does not occur.

(3) I,, <0and [, >0, meaning that /., may be TRUE for
part or all of the region and FALSE for part or all of the
region: the transition may or may not occur.

To represent this last case in which the transition relation
is neither TRUE nor FALSE, a new value must be intro-
duced for Boolean variables: UNDECIDED. Furthermore,
propositional logic operators must be extended to handle
UNDECIDED propositions as shown in Table 1.

The identification of an UNDECIDED transition condi-
tion leads to two possible actions:

e If the condition /}; depends on one of the state variables
only, so that [, (x®(2), y(¢), u(®)) =1,,(x(¢)), for some k,
it may be possible to identify a critical value x{*.(¢) of x{*(z)
at which a transition occurs. This is the most common case
and occurs, for instance, for a transition from a safe tank
level to a below-normal tank level: the transition relation
takes the form V(¢) <V, and the critical value of V(¢) is
simply V_;,. Based on the critical value, it is possible to iden-

in*
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Table 1. Outcome of Modified Boolean Operators

Proposition P, P, Outcome
P AP, True Undecided Undecided
False Undecided False
Undecided Undecided Undecided
P,V P, True Undecided True
False Undecided Undecided
Undecided Undecided Undecided
P\®P, True Undecided Undecided
False Undecided Undecided
Undecided Undecided Undecided
- P Undecided — Undecided
~ P, True — True
False — False
Undecided — True
P True — False
False — True
Undecided — True

A is AND, V is inclusive OR, ® is exclusive OR and — is NOT. New
symbols ~ and — mean POSSIBLY and POSSIBLY NOT, respectively.
All combinations not specfified here are the same as for classical proposi-
tional logic.

tify two sets of values for the state variable vector x®)(¢). The
first is x$(¢), the set of values such that the transition rela-
tion is TRUE, and the second is x}*, the set of values such
that the transition relation is FALSE. The outcome region is
then split into two subregions: r; =[s, X%”(t)] which under-
goes a transition to state s', and r, = (s, x£”) which remains
in state s. At time ¢ + €, the system is then in a region com-
posed of two simple regions in different states s and s'.

e If the condition /¢ is nonlinear, it is generally not possi-
ble to determine critical values of the states and inputs. Thus,
two possibilities must be considered: the system may remain
in state s or undergo a transition to s’. Two identical simple
regions are considered at time ¢: r,=r, =r. Region r, is al-
lowed to progress to time ¢ + €, while remaining in state s.
Region r, undergoes an instantaneous transition to state s'.
Once again, the system is composed of two simple regions in
two states.

Initialization Relations. When a region r=(s, [x(2),
¥OOIX[y (), y()]) undergoes a transition to state s’ at
time ¢, the vectors x¢’(¢) and y®’(¢+) must be initialized.
More specifically, bounds on these vectors are required. They
are obtained through an interval solution of the initialization
relation

0e I, ([£9, ¥, [£(0), #(1)],
[E(”, ,—cm]’ [,_Cu')’ ,;(s')]’[_ym, y(s)], [g,(sn, _y<s’>]’ [u, ,7]).

A Newton-based interval solution technique such as that de-
scribed in Kearfott and Novoa III (1990), Neumaier (1990),
and Schnepper and Stadtherr (1996) can be used. In many
cases, initialization relations require a simple assignment or
evaluation of equations rather than the solution of a nonlin-
ear system of equations.

Summary of Model. Based on the features described so
far, the “run” of a system from region to region can be ob-
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tained through a hybrid state and region transition model
which combines the following components:

A set 8 of vertices called locations or states.

A set of continuous variables and equations corresponding
to each location. The equations take on the form

() =f O (x0(), ¥O(1), yO(2), (1), u(t),
(1)) =
FO(0) = FO(20(0), 7(0), y(1), 3OO,

u(t), @(t))=0
g(x9(0), x0(1), yO(1), (1), u(t), (1)) <0
g(x0(0), x0(1), yO(1), (1), u(r), (1)) = 0
x9(0) = x{”

*9(0) = =

r€[0,T] (11)

where [x®(¢), ¥)(¢)] is the set of trajectories of the state
variables for the system in state s, [ y*(z), y*)(¢)] is the set of
trajectories of the algebraic variables for the system in state
s, [, @®(1)] is the set of input ranges, and [x§”, x{”]is the
set of initial conditions.

A set of edges & that correspond to transitions between
locations. A transition e =(s, s’, L, I,,) consists of:

e a source state or location s;

e a target state s/,

e a transition relation L_,([x®(2), ()], [y(2), 7°(0)],
[u(t), (1)), which is a logical condition which can be TRUE,
FALSE, or UNDECIDED;

e a state initialization relation

ss'>

0 1, ([0, (D], [#(1), ¥ (1)],
[+, 2], [+9(0), 3], [y(0), 3(1)]
[Y0(0), 3O(0)], [u(r), &(1)]). (12)

Simulations with the region-transition model

Having described the formalism of the region-transition
model (RTM), we now turn our attention to its use as a simu-
lation tool. In this section, we first describe an algorithm that
evaluates a run of the system. We then discuss the issue of
overestimation of the outcome region and show how the
model’s properties can be used to overcome this problem. Fi-
nally, we study an application of the proposed framework on
the simulation of a nonlinear batch reactor.

Algorithmic Statement. Let us consider at time ¢, a system
in the region R, defined by a union of simple regions, ®, =
Uses, (s xf” =[x®)), FOGDIX[y(e)), 3. We
aim to'determine the region (R in which the system will be
found at time 7, =1,+ e given the input set U, =I[u(t,),
u(t,)]. We consider each simple region in ®, and 1compute
its evolution based on the model equations and the occur-
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rence of possible transitions. Mathematically, ®, is ex-
2

pressed as
®,=U,e 8, U @iy e x5 Uyes,

~ LSS'h( Xf(f)’ lull)

0 L X, X, Y, )
A
N )
J_CS ) _l(s ( Xt(,S)’ (utl)
X . (13)

i;jl) = f‘(sr)( Xt(ls’)’ ‘u'tl)
S(S')( XI(IS')’ curl) <0
A
g(S,)( Xt(lsr)’ qJ'zl) >0

In the above representation, the set J; denotes the set of
possible transitions from state s. The truth or partial truth of
the transition condition for each transition is asserted through
~ L, (X, U,). If this expression is TRUE, the corre-
sponding 1n1t1ahzat10n relations are applied [0 € I, (x"",

(s) U, )] The relevant model equations are finally used to
compute the outcome. The region-transition model therefore
recursively predicts the run of the system under uncertainty,
given an initial region and disturbances.

Overestimation of the Outcome Region. When the region
transition model is linear and separable in the variables and
the uncertain parameters, the exact progression from region
to region can be calculated. However, when nonlinearities are
introduced, the outcome region computed with the RTM may
represent an overestimate of the actual outcome region. In
general, the degree of overestimation depends on the nonlin-
earity of the model and on the size of the initial box.

While conservatism is a desirable feature in the context of
safety analysis, our aim is to develop a methodology that leads
to a realistic assessment. Two important properties of the
RTM, inclusion monotonicity and convergence, are used to
ensure that this goal is achieved.

Inclusion Monotonicity of the Region Transition Model.
Given two initial regions ®,, and ®,, at time ¢,, such that
R,y C R, , a time ;> 1), and a set of inputs [u(r), w(1)],
te[to, t,], the actual outcome regions ®;, and ®;, at time
t, are such that ®;", € ®, and the regions computed using
the region-transition model ®,; and ®&,,; are such that
®,, S &, ;. This property derives from the monotonicity of
interval inclusions (Moore, 1966).

Convergence of the Region Transition Model. The width of
an interval vector X =[x, x] of dimension n is given by

w(X)= max (X;— x;). The width of a general region ®
=1,...,N
contalnlrllg hyper-rectangles in N states is given by w( ®)

= max max (X — x{®). Interval inclusions such as
s=1, .., N i=1,...,n,

natural extensions possess a convergence property expressed

as follows. Consider a real-valued function f(x) : R" - R.

Let F(X) denote an inclusion of f(x) over X. Let f(X) de-

note the exact set of values of f(x) for all x € X. Then,

lim F(X)= f(X). Similarly, given a region-transition
w(X)—0
model RTM based on interval arithmetic, and the exact out-

come ®R. of aregion R, the following convergence property
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holds

lim RTM(®R)= Q.. (14)
w(@®) -0

Based on the monotonicity and convergence properties, par-
titioning of the input space (initial conditions and external
inputs) can be used to reduce overestimation of the outcome
region. Thus, if two regions ®; and ®, form a partition of a
region ® with exact outcome ®., the following relationship
is satisfied

R. CRTM( ®,)U RTM( ®,) CRTM( ®),  (15)

As the partition of ® becomes more refined, convergence to
®. is achieved

®, = lim U RTM( ®;) € RTM( ®) (16)

S,
n i=1

The computational expense incurred during the evaluation
of an outcome region transition model increases rapidly with
the number of subregions. As a result, a compromise must be
found between accuracy and effort. It is difficult to identify a
priori the minimum number of subregions necessary to
achieve a given level of accuracy. An optimal partitioning
pattern will typically not be uniform over the input and pa-
rameter spaces as certain quantities contribute more to the
system’s nonlinearity than others, and certain regions of space
will exhibit more nonlinear behavior than others. The issue
of how to identify the inputs and parameters which lead to
the largest overestimation will be addressed in the next sec-
tion.

Batch reactor example

A nonlinear example is used to illustrate the concepts pre-
sented so far. We are concerned with a first-order exother-
mic reaction 4 — B taking place in a batch reactor fitted
with a cooling jacket, subject to typical assumptions. The
model for this system is given by the following mass and en-
ergy balances

ax_, E\ oy
e oexp(—ﬁ)( - X)

dT E,
CA(,VC —Q AHRkOexp(——)(l X)CuV (A7)

where X is the conversion, 7 is the reactor temperature in
K, C,, is the initial concentration of reactant A4 (10 mol/m?),
I is the reactor volume (0.1 m®), C » 1s the total heat capacity
of the reactor contents, assumed constant (60 J/mol K), k is
the kinetic rate constant (0.022 s™1), E, is the activation en-
ergy (6,000 J/mol), R is the gas constant, and AHjy is the
heat of reaction (—140,000 J/mol). Q is the rate of heat re-
moval in W. For simplicity, it is assumed to be a constant at
—385 W if the reactor temperature is greater than the coolant
temperature 7, = 290 K and to be equal to zero if the reactor
temperature is greater than or equal to 7.
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The behavior of the process is studied by obtaining bound-
ing trajectories for the two state variables X and 7. The max-
imum batch time considered is one hour. The initial batch
temperature T, is taken to vary between 350 K and 360 K.
The initial conversion is taken as zero.

Equations 17 are discretized as

Ea
Xi+l=kOeXp(_ﬁ)(1_Xi)8t+Xi

&t k E,
ST (Y

i

(18)

Several bounding strategies are used in the RTM.

Natural Interval Extension. Bounds for the above equa-
tions can be derived by natural interval extensions. Exploiting
the characteristics of the data to simplify the expressions, we
obtain the following

Xip1=koddt+ X,

X, =koAdt+ X,

08t AHpk,
L=~ Ast+T;
C.VC, C,
_ 06t  AHik, _

T. = Ast+T, 19
i+1 CA()VCp Cp i ( )

where

=i

=1

Ea Ea —
A =min{exp(—ﬁ)(l— Xi),exp(—ﬁ)(l— Xl-),

Ea

eXP(_%)(1_Xi)aexp(__)(l_)?i)} (20)

; RT,
and

— E, E, —
A=max{exp(—ﬁ)(l—g(i),exp(—ﬁ)(l—)(i),

E, E, -
N (R XY B /{6 5

1 1

Examining the form of the above equations, we note that
overestimation is introduced as each occurrence of the state
variables is treated independently. Thus, given 7, >0 and 0
<[X,,X,1<1, A4 is equal to exp (— E,/RT)) )1— X,) and
therefore conversion appears both as X; and X, in the equa-
tion for X, ;. This results in a relaxation of the physical con-
straints on the variables and there is no guarantee that the
bounds on conversion will be between the known bounds of 0
and 1, or that the bounds on the temperature will remain
positive.

Use of Physical Bounds. An improvement on the bounds
above can be obtained by ensuring that [ X}, )7,-] €10, 1] for

AIChE Journal

for all i and that the temperature of the reactor remains
greater than the coolant temperature, 7, (7; > T, for all i).
This removes the possibility of sign changes in (1— X,), (1—
X), —E,/ART) and — E,/ART,) and yields the following
bounding system

E, _
X,-H:max{o, mln{l, koexp(—R—L)(l—Xi)8t+Xi}}
— E, —
Xi+1=max{0, min{l, koexp(—ﬁ)(l—&)6t+Xi},}

Qédt
I, ,=max{T,

AHgk, ( E)
i exXpl —

T CVC, G, RT,

x(1-X,)6t + T}

— 08t AHik E,
Ti+1=max{T - al 0exp -

T CVC,  C, RT,

x(1- X))ot +T) (22)

This bounding system takes the general form

T =T(X, T, Q)
Ti+1=Ti+1(_i’Ti’Q)' (23)
Monotonicity Analysis. With further mathematical analysis

of the righthand sides of the discretized system (Eq. 18), it is
possible to identify monotonic behavior in the equations by
examining the sign of several partial derivatives

3Xl- (9Xl- dXi
Lo 0if kgdt<l; —t>0if X, <1; —et=0
aX; aT, 7Q
JT, T, JT,
<0 Lo 0if X, <1; >0
X, JT, 90

This results in the following bounding system

Ed
Xi+1=max{0, min{l, kUeXp(—ﬁ)(l—gi)6t+z(i}}

-1

l

— E, — —
X1 = 0, min{ 1, k 1-—=|(1-X;)ét + X,
i1 max{ mln{ 0exp( RT)( ) }}
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Ty

Qot AHgk, E,
=max{T,,————— exp| ——|(1-X,)8t + T,
C4VC, C, RT; -
T
0st AHk E, _
= max {T,, - exp| - —= |- X,)6t + T,
C4VC, C, RT,
(24)
This system has the general form
X1 =X (X, 1)
)?t+l= _1+1(‘X_/t7 _l)
T =T.(X. T, Q)
Ti+1=Ti+1(X,-, Ti’ Q) (25)

The state variables appearing in the discretized system are no
longer treated as independent and the bounding system (Eq.
25) can be expected to produce less overestimation than the
bounding system (Eq. 23). However, because the equations
for lower and upper bounding trajectories are coupled
through the dependence of 7;,, on X, and that of 7., on
X;, the bounding system will still lead to an overestimate of
the exact boundary of the original set of equations.

Comparison of Bounding Strategies. In order to compare
the accuracy of the different bounding strategies, a small in-
put region [T, T,]1=1[350, 360] is considered. The resulting
bounds on the conversion X and the temperature 7 are
shown in Figure 3. Bounding strategy (Eq. 19) leads to a rapid
divergence of the boundaries and to unphysical values for the
conversion and temperature. The introduction of physical
constraints in bounding strategy (Eq. 22) results in a marked
improvement of the bounds on conversion and the lower
bound on temperature. However, the upper bound on tem-
perature is still unrealisticc. When monotonicity analysis is
used as in strategy (Eq. 24), the upper bound on the tempera-
ture exhibits more realistic behavior, and a further improve-
ment on the conversion bounds is achieved. Figure 4 shows
several point simulations for the batch reactor with initial
temperature 7, chosen between 350 K to 360 K at 2 K inter-
vals. All trajectories are within the boundaries obtained with
Eq. 24, and the figure illustrates the degree of overestimation
that is inherent in the technique.

In order to reduce the degree of overestimation, the inclu-
sion monotonicity property can be exploited. Thus, the input
region is divided into two smaller regions [T, T,,]1=[350,
355]and [T,,, T,]1=[355, 360]. Simulations are run for these
two regions using bounding system Eq. 24. As shown in Fig-
ure 5, the two output regions are within the boundaries ob-
tained for the larger single region. The union of the two out-
put regions is significantly smaller than the output region ob-
tained previously.

Modeling Uncertainty. 1If uncertainty is introduced in the
model parameters in the form of intervals, the bounding sys-
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Figure 3. Boundaries for conversion and temperature
using T, €[350, 360], as computed with
bounding strategies (Eq. 19) (- -) (Eq.22) (—)
(Eq. 24) (—).

tem needs to be modified accordingly. For instance, given
ko €lky, ko), the bounding system (Eq. 24) becomes

RI,

—1

XHl:]SoeXp( )(1_Xi)3t+Xi

- - E — —
X\ =kOeXp(—R—%)(l—Xi)8t+Xi

1

Qét AHgk, E, _
I"“:c e e | T wr (1-X,)8t+ T,
A0 P P =i

058t AHgk, E, —
Tin= - exp | ——= |(1- X))ot + T, (26)
C.VC, C, RT,

If the uncertainty in k is +5%, the corresponding interval is
ko €[0.0209, 0.0231]. Figure 6 shows the effect of this uncer-
tainty on the computed outcome region for the input region
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Figure 4. Boundaries (—) and point simulations (—) for
conversion and temperature using T, < [350,
360].

used previously. The uncertainty in k, is seen to have a dra-
matic effect on the predicted outcome region, highlighting
the sensitivity of the reactor to the reaction rate constant.
The behavior shown is partly a result of overestimation which
can be reduced by considering the union of several runs with
smaller ranges of k.

Safety Analysis with the Region Transition Model

This section focuses on the full characterization of the op-
erating space of a process defined through the proposed re-
gion-transition model. To achieve this goal, we perform a
reachability analysis so that all outcome regions that can be
reached given certain initial conditions and disturbances are
identified. It has been shown, however, that even for hybrid
systems that satisfy the strict assumption of linearity, reacha-
bility is not decidable (Alur et al., 1993; Kesten et al., 1993).
In other words, no general methodology for infinite-time
safety analysis can be devised, although in practice it is possi-
ble to identify infinite-time safety for certain nonlinear sys-
tems (Dimitriadis, 1997). This leads us to impose a time hori-
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Figure 5. Boundaries with T, < [350, 360] (—), T, <
[350, 355] (- -), and T, < [355, 360] (—).

zon on the problem. However, we will see that in practice, it
is sometimes possible to guarantee infinite-time safety, pro-
vided that the system exhibits convergent behavior. In this
case, the “invariant set” of the system has been found.

A number of algorithms for safety verification of state-
transition systems have been proposed based on the notion of
approximations of the reachable states (Alur et al., 1995,
1996b). However, the models were either linear or with
bounded slopes. On the other hand, for the case of entirely
continuous systems, the control community has dedicated
much effort to devising methods that identify the invariant
set of inputs for which the system always reaches the same
pre-defined region (Chen, 1984; Jaulin and Walter, 1997). For
instance, Jaulin and Walter (1997) proposed an algorithm
based on interval arithmetic to identify the invariant sets for
a nonlinear deterministic system.

In this section, we describe an algorithm which, given a
region-transition model for a system, a time-horizon, and a
set of initial conditions and disturbances, identifies the sub-
sets of initial conditions and disturbances which ensure safe
operation and those which lead to unsafe operation over the
course of the time horizon.
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Figure 6. Boundaries with k, =0.022s ~' (—) and k, <
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Initial conditions and disturbances

The initial conditions for the system are given in terms of a
region ®;= U s (s, x/*), where §; is the set of initial
states, and x,* is the set of initial hyper-rectangles for the
system in state s. In most cases, the initial conditions consist
of a single hyper-rectangle in a safe state s. The disturbances
u(t) are represented by a set of hyper-rectangles ®,. The
overall region of interest is therefore givenby ®,= ®; X R,.

Algorithmic procedure

General Algorithmic Structure.  In order to determine which
subregions of the initial condition and disturbance region ®,
result in unsafe operation before the end of the time horizon,
a branch and bound strategy combining the partitioning of
®, and the simulation of subregions is used to build up three
sets of regions:

e ®,, the set of regions of ®, which have an unsafe out-
come region by the end of the time horizon;

e &, the set of regions of &, which have a safe outcome
region by the end of the time horizon; and
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e ®,p, the set of regions of ®, which have not been
proven to belong to ®; or ®g. These regions are identified
as undecidable.

At the end of the safety analysis procedure, the three sets
®,, ®Rg and Ry, form a partition of ®,. The initial region
that results in unsafe behavior is underestimated by ®, and
overestimated by ®, U ®,. The size of ®,;, depends on
the uncertainty present in the model, the quality of the
bounding trajectories, and a user-specified tolerance.

At the beginning of the algorithm, ®, is labeled as UN-
DECIDED and is identified as the single element of a list of
UNDECIDED regions, referred to as the STACK. The three
lists representing ®,, ®Rg and ®,, are empty. The algo-
rithm is composed of an outer loop which identifies subre-
gions of ®, whose safety should be asserted, and an inner
loop which determines the safety of the given input region
based on a conservative estimate of reachable regions through
an RTM simulation. In the outer loop, a region R;, C ®, is
taken from the STACK. It is passed to the inner loop which
assesses the safety of its reachable (outcome) region ®,,.
Three types of outcome regions are possible: entirely SAFE,
entirely UNSAFE, or PARTIALLY SAFE. This information
is returned to the outer loop and R,, is assigned to one of
four lists: if R, is entirely SAFE, R;, is added to the ®;
list. If R, is entirely UNSAFE, R;, is added to the ®, list.
If it is PARTIALLY SAFE, its size w(R;,) is computed. If
w(R,,) is less than a user-specified tolerance, R;, is added to
the Qg list as further computations to determine its safety
are deemed unnecessary. Otherwise, R;, is split in a number
of subregions, and these subregions are added to the STACK.
This procedure is repeated until the STACK is empty.

The pseudo-code for safety-analysis(), the outer loop of the
algorithm, is shown in Table 2. The pseudo-code for the in-
ner loop, reachable-region-safety REGION), is shown in Table
3. The procedure region-safety(REGION), used in Table 3,
determines whether the specified region contains only safe
states, only unsafe states, or a combination of the two and
returns this information (SAFE, UNSAFE, PARTIALLY

SAFE, respectively).

Table 2. Pseudo-Code for the Outer Loop of the Safety
Verification Algorithm

PROCEDURE safety-analysis()

Set tolerance ¢;

Set stack counter i =1;

Initialize regions and lists
Initial region ®y= ®; X Rp;
Initialize lists L g = 0, L @y = 0, L Rup = 0;
Set STACK ={ ®};

DO (STACK + ()
Unstack ®;; Set Ry, = ®;and i=i—1;
Compute safety = reachable-region-safety (R,,);
IF safety == SAFE, add R;, to L g;
ELSE IF safety == UNSAFE, add R;, to L g, ;
ELSE IF w(R;,) < €, add R;, to me;
ELSE split R;, into n regions and add new regions

to STACK; Set i =i + n;
OD;
RETURN (L g, L@, L g,
END safety-analysis;
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Table 3. Pseudo-Code for the Inner Loop of the Safety
Verification Algorithm

PROCEDURE reachable-region-safety (R;,)

Set time horizon H, step size §¢ and number of time steps
N = H/st;

Set counter i = 0;

Initialize input region: Ry = R;,;

Set safety = region-safety (R);

IF safety == UNSAFE, return (safety);

DO (i < N)
Compute successor region R;, ; of R; using RTM;
safety = region-safety(R; );
IF safety == UNSAFE, return (UNSAFE);

Seti=i+1;
OD;
RETURN (safety);

END reachable-region-safety;

Reducing Ouerestimation. The overestimation resulting
from the reachable-region-safety(REGION) procedure will
lead to the classification of entirely SAFE or UNSAFE re-
gions as PARTIALLY SAFE. It is possible to refine the out-
come of the reachable-region-safety REGION) procedure by
implementing an internal branching scheme, which would
consider subregions by reducing the range of the initial con-
ditions, disturbances, and uncertain model parameters. How-
ever, provided the PARTIALLY SAFE regions identified by
reachable-region-safety(REGION) are sufficiently large, they
will be split into smaller regions during the safety-analysis()
procedure and retained for further analysis. Thus, the parti-
tioning step in the outer loop of the algorithm, which is pri-
marily designed to separate safe and unsafe subregions of the
input region, also allows the reduction of the overestimation
resulting from the bounding strategy. Uncertain parameters,
on the other hand, are not branched on at the level of the
outer loop. Therefore, a decrease of the overestimation aris-
ing from this uncertainty can only be achieved if a branching
strategy is implemented in the inner loop. An example of such
an approach will be presented in the next subsection.

Region Splitting. The nature of the algorithm is computa-
tionally intensive as the entire operating space must be re-
solved. Given n; state variables and nj disturbances, ranges
for the initial conditions [x;(0), X,(0)], i=1, ..., n,, ranges
for the disturbances [u;, #;], i=1, ..., np, and a tolerance e,
the final partition of the operating space may, in the worst
case, consist exclusively of regions of size €”, where n =n, +
np. The maximum number of such regions depends on the
size of the original region and is given by

ny np

Ne=¢€"T1(%(0)~ 3_51'(0))]1_[ (7 —u;).

i=1 =1

Assuming that a region is split into p subregions at each iter-
ation of the algorithm, the total number of iterations is given
by

logp(NR)

PNr—1
Nyer = 2 pr=—7"—.
¢ i=1 p_1
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For a small example with one state variable, one disturbance,
an initial region of size 1, € = 0.0001 and p = 4, the worst-case
behavior gives Ny, = 1,333,333.

The splitting, or branching, of regions to identify safe ini-
tial regions or reduce overestimation plays a crucial role in
avoiding worst-case behavior. Among several possible alter-
native branching strategies which have been used in the con-
text of global optimization (see, for example, Adjiman et al.
(1998)), we will examine the effect of the following three:

n-Branching. Each region is split into »n subregions where
n is the total number of input quantities (initial conditions
and disturbances).

Longest-Axis Branching. Each region is split into 2 subre-
gions. The input variable which has least been branched on
so far is selected.

Sensitivity-Driven Branching. Each region is split into 2
subregions. Certain input quantities have a larger effect on
the overall safety of the process than others and their identi-
fication can help improve the performance of the algorithm.
Since the transitions from safe to unsafe states occur upon a
change in the value of some of the state variables, we can
focus on the input quantities which affect these state vari-
ables most. To do so, we compute the sensitivities of the state
variables to the inputs at a given time ¢

dx(t) ax(t)
3x(0) M

@7

These sensitivities are, of course, local values which depend
on the choice of ¢, x(0) and u. In practice, we choose ¢ to be
the smallest of the time of the first transition and the final
time, and x(0) and u to be midpoints of the current region of
interest

x(0)—x(0 u—u
x(0)=%, u=T_. (28)

The sensitivities can be calculated through finite differenc-
ing, requiring (n; + np, + 1) integrations of a system of n, dif-
ferential equations, or through the integration of a larger sys-
tem of n,(n, + np) differential equations. The additional cost
of sensitivity computations is therefore high, and their effect
on algorithmic performance will be investigated.

Case studies

Three case studies are presented to illustrate the use of
the region transition model and the safety verification algo-
rithm. All three are concerned with the analysis of hazard for
open-loop behavior, as this constitutes the first step in estab-
lishing the inherent safety characteristics of a process. The
first example is a simple linear problem describing tank over-
flow/underflow. It provides some insight into the methodol-
ogy through comparisons with worst-case analysis. The sec-
ond example revisits the exothermic reaction in a batch reac-
tor discussed earlier and illustrates how nonlinearity and un-
certainty are handled in the context of safety. Finally, the
third example examines an exothermic reaction in a CSTR
with feed preheating and considers the issue of integrated
systems.
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Tank Underflow and Overflow. The simple tank example
discussed in the previous section is revisited. There are three
modes of operation for this tank:

State 1. When the liquid volume in the tank J/ is between
two bounds V,;, =1 m?® and V,, =5 m?, the system is in a

safe state and its behavior is governed by the single ODE

V=F,(t)— aV(t),t€[0, H]. (29)
where F;, is the inflow at time ¢, « is a constant, and H is
the time horizon.

State 2. When the liquid volume in the tank is less than
Vain» the system is in the unsafe state of underflow.

State 3. When the liquid volume in the tank is greater
than V., the system is in the unsafe state of overflow.
There is no need to define system equations for states 2 and
3, as our only concern is whether they are reached. Further-
more, these unsafe states are treated as terminal so that no
transitions are possible from states 2 to 1 and 3 to 1.

The possible transitions at any given time step i are:

e §,— S, when V, <V,
e §,—>S;when V>V, .

For the safety analysis of this linear system, we consider
the input region defined by the initial tank level V;, €[2, 3]
(m?) and the inlet flow rate F,, €[0, 1] (m%/s), assumed to be
constant with time. We also study the effect of uncertainty in
the proportionality constant « which has a nominal value of
0.15 s

For this simple case, it is possible to derive conditions on
V, and F;, which guarantee safe behavior for an infinite time
horizon. When V=1, ., the tank remains in safe state 1 pro-
vided that

V=F,—aV,,<0sF, <aV,

max m — max

=0.75m%/s. (30)

Similarly, when V' =1V, , the system remains safe if and

only if
V=F,—aV,,>0e F,>aV,, =015m’/s (31)

As might be expected, the ultimate safety of the system is
independent of the initial volume—provided it is within al-
lowed bounds—and depends only on Fj,.

Identification of Safe Input Regions. We initially consider a
time horizon of 10 s and a tolerance € =10"*, and apply the
safety analysis algorithm to the system. Bounding equations
that provide an exact boundary for the system trajectories
can be derived from interval arithmetic. As shown in Figure
7a, the input domain is split into three regions: safe (state 1),
underflow (state 2), and overflow (state 3). The lines separat-
ing these regions correspond to undecidable regions of size
€2, In this case, parts of the safe region for H =10 s do not
meet the necessary conditions on F;, for infinite time safety.
With a longer time horizon of 100 s, the partitioning of the
input region corresponds to the analytical solution, as seen in
Figure 7b. It is in fact possible to identify regions of space
exhibiting infinite time safety by specifying a large time hori-
zon and testing for cyclic behavior, based on the fact that F;,
is constant. Thus, if the tank volume at time step i is V; €
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Figure 7. Safety analysis for tank example with different
time horizons and € =10 4.

[V;, V], with V>V, and V,<V,.., and if V€[V,

L2 =i min max> i

V., 1<V, V], the system will remain safe for all subsequent
time steps.

A comparison between this analysis and the worst-case ap-
proach of Dimitriadis et al. (1997) is instructive. With « =
0.15 s~ !, the fastest occurring hazard is underflow. The most
favorable conditions for this state to be reached are a low
initial volume (V, = 2 m®) and no inflow. This corresponds to
the bottom lefthand corner of the underflow region in Figure
7. This point is identified as unsafe for a time horizon as
short as 5 s.

Effect of Branching Strategy. The three branching strate-
gies described earlier have been applied to this problem. The
numbers of subregions in the sets of safe, unsafe and unde-
cidable regions are shown in Table 4. Figure 8 shows the sub-
regions examined in the safe and unsafe sets: in the case of
sensitivity-driven branching, the inlet flow rate is systemati-
cally chosen for branching, in keeping with analytical results.
This results in a dramatic reduction in the number of safe
and unsafe regions explored. The number of undecidable re-
gions is constant for all strategies as it only depends on € and
the bounding strategy. Finally, it is worthwhile noting that
the worst case scenario for the algorithm requires the analy-
sis of 1,333,333 subregions, and that much better perform-
ance is observed for all branching strategies, with only 32,794
regions explored in the best case.
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Table 4. Numbers of Regions Analyzed in the Tank Example for Different Branching Strategies

Branching Total No. No. of No. of No. of
Strategy of Regions Safe Regions Unsafe Regions Undecidable Regions
n-branching 98,306 13,122 52,416 32,768
Longest-axis 65,532 6,556 26,208 32,768
Sensitivity-driven 32,794 8 18 32,768

The Effect of Model Uncertainty. Assuming that the pro-
portionality constant « is known within +5%, a new bound-
ing system is derived for the tank

Vio=F,6t+(1—-adt)V;, i=1,...,N

Vi =F,8t+(1—adt)V,, i=1,...,N (32)

where [a, a]=[0.142, 0.158]. Since the two equations are de-
coupled, they provide exact boundaries for the tank behavior.
As shown in Figure 9, the size of the undecidable regions has
increased. Since there is no overestimation in this system, this
situation reflects the cost of uncertainty. The undecidable re-
gion between the safe and overflow states is larger than that
between the safe and underflow states. The analysis of the
equations highlights this disparity. From Egs. 32, when V; =

Vhax the system is guaranteed to remain safe if and only if
Fyy < aV,.=0.710m?/s. (33)
In the case of V;=V_;,, safe operation is ensured by
F = @V =0.158 m3/s. (34)

These critical values of F;, correspond to the worst-case val-
ues of « in the given uncertainty range, and result in a smaller
safe region than previously. When best-case values of « are
used, we find F,, <0.79 m3/s prevents overflow, and F,, >
0.142 m>/s prevents underflow. These values correspond to
the highest and lowest boundaries of the undecidable regions

respectively.

Batch Reactor. We revisit the batch reaction example dis-
cussed previously. The model is modified to account for the
heat-transfer term more accurately by introducing Q = UA(T,
—T), where U is the overall heat-transfer coefficient and A
is the heat-transfer area. A nominal value of U4 =3 W/K is
used. The system has four possible states:

State 1. Normal operating conditions, for all times during
the 25 min batch time. The system equations are

dx E,

E =k06Xp(— ﬁ)(l—X),
dT

CaoVCp—- = UA(T, = T)

E
— AHyk, exp ( - R—;)(l —X)C,V. (35)

State 2. Overheating, which occurs when the reactor tem-
perature exceeds 540 K.

State 3. Successful run completion at time ¢ = 1,500 s, with
a conversion X greater than or equal to 97.5% and a temper-
ature less than or equal to 540 K.

State 4. Off-spec run, at time ¢ =1,500 s, with a conver-
sion less than 97.5%.

States 2 to 4 are terminal states so that the only possible
transitions (shown in Figure 10) are:

e §,—>8, for T(t)>T,,=540K,

e §,—>S8; for r=1,500sand X >97.5%,

e §,—S8, for +=1,500s and X <97.5%,

The parameters used in the model are the same as dis-
cussed earlier. The input region considered is in State 1, with
X(0)=0, T, <[310, 540], and T, €[290, 310]. The bounding
equations for Eq. 35 are obtained through monotonicity anal-
ysis

1 q 1
= F ¥
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Figure 8. Region partitions for tank example using different branching strategies and € =10 4.

The shaded areas are unsafe.
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by

- Ri)(l—Xi)8t+Xl-,

UA St
Lo=g e
A0 P
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T —T)—AHpk -—
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UA 6t
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A0 P

- = E,
(Ta - T,)_ AHgk,exp ( - ﬁ)

1

X(1-X,)8t+T,. (36)

The results of the safety analysis algorithm are shown in Fig-
ure 11. The nonrectangular shape of the safe region is due to
the nonlinearity of the model. The percentage of the total
input area occupied by undecidable regions is 0.6% for € = 0.1
and 0.08% for e = 0.01. This seven-fold decrease in uncer-
tainty comes at a cost of an eight-fold increase in computa-
tional requirements.

Effect of Branching Strategy. As shown in the tank exam-
ple, the strategy used for the construction of subregions af-
fects the efficiency of the algorithm. Nonlinearity in the model

I'>540K

t=1500s
X<0.975

X> 0975

Figure 10. State-transition network for batch reactor ex-
ample.
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Figure 11. Results of safety analysis for batch reactor
example for two values of €.

The black areas represent undecidable regions.

is expected to reinforce this feature. For sensitivity-driven
branching, the derivatives of the state variables with respect
to Ty and T, are computed at the midpoint of the current
input region using finite differences. This involves three inte-
grations of Eqgs. 35, during which the system will evolve to
states 2, 3, or 4. The following three cases are therefore dis-
tinguished:

State 2. When the system enters state 2, the integration is
stopped. The last values of the state variables are used to
compute the sensitivity of T to 7, (T7,) and T, (T7). If [T |
>|Ty |, T, is branched on; otherwise, 7, is chosen.

State 3. If the run is completed successfully, the sensitivi-
ties at time ¢t = 1,500 s are used. If ITTOH |XT0| > ITTH|+ IXTHI,
T, is branched on; otherwise, T, is chosen.

State 4. If the run is completed with insufficient conver-
sion, the sensitivities of X to T, and 7, at time ¢ = 1,500 s
are used. If | X7 [>|Xz,l, 7; is branched on; otherwise, T, is
chosen.

The results for the three branching strategies with € = 0.1
are summarized in Table 5.

Sensitivity-driven branching gives the best performance in
terms of number of regions explored. The nonlinearity of the
problem is reflected in the fact that the number of undecid-
able regions depends on the branching strategy. Computa-
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Table 5. Numbers of Regions Analyzed in the Batch Reactor Example for Different Branching Strategies

No. of No. of No. of No. of
Branching Total No. Safe Overheat Low Conversion Undecidable
Strategy of Regions Regions Regions Regions Regions
n-branching 38,341 12,757 3,627 9,169 12,788
Longest-axis 13,248 3,382 393 3,008 6,465
Sensitivity-driven 11,105 2,355 985 1,300 6,465

tional time is strongly dependent on the branching strategy.
A 46% decrease in computational time is observed from n-
branching to longest-axis branching. A further 7% decrease
is achieved from longest-axis branching to sensitivity-driven
branching, in spite of the overhead incurred by sensitivity cal-
culations.

510

SUCCESSFUL,
RUN

(State 3

Model Uncertainty. 1If it is assumed that the rate constant
k, is known to within +2%, the safety analysis yields the
results shown in Figure 12a. A large fraction (57.6%) of the
total input region is classified as undecided, and the safe re-
gion is smaller than when no uncertainty is present. In order
to reduce overestimation, the uncertainty interval for k is
split into a different number N, of subintervals which are 290 295 300 305 310
analyzed separately in the inner loop of the algorithm. As Coolant temperature, T, (K)
shown in Figures 12b and c, this results in a smaller uncer- (a) Ny =1
tain region. For only two subintervals, the undecided area
covers 31% of the total region. For five subintervals, it repre-
sents 14.9%, and for ten subintervals, 9.5%. Branching on

'S
ke
(=]

(]
[+]
[=]

Initial reactor temperature, T, (K)
w
o

the uncertain parameters in the inner loop introduces addi- 510 |

tional computational expense, but this is compensated by a

reduction in the overall number of regions which must be SUCCESSFUL
simulated. Thus, the use of two subintervals is 43% less ex- RUN
pensive than the use of one subinterval, and the use of five 410 (State 4)

subintervals is 61% less expensive than that of one. However,
computational requirements would increase if a much finer
partitioning of the uncertain space parameter was used.
Overall, branching on uncertain parameters within the inner
loop is a beneficial strategy to reduce both uncertainty and
computational time.

INSUFFICIENT
CONVERSION

310
290 295 300 305 310

Coolant temperature, T, (K)

Initial reactor temperature, T, (K)

Alternative Input Region. The successful completion of a
run given a range of values of the heat-transfer coefficient is (b) Ny =2
also of interest. In this case, we consider the input region
given by T, €[310, 540] and UA €]0, 6] for a value of T, of
298 K. The results shown in Figure 13 for € = 0.1 highlight
the critical role played by U, as only a narrow nonlinear re-
gion ensures successful completion of a batch.

510

CSTR with Feed Preheating. This case study focuses on an
integrated system in order to show how feedback loops affect
the calculation of bounding trajectories and how this issue
can be tackled during safety analysis. The system consists of a
CSTR with a first-order exothermic reaction and a heat ex-
changer. As shown in Figure 14, the feed to the reactor is
preheated in the exchanger using the outlet from the CSTR.

The CSTR is used to produce propylene glycol through the
hydrolysis of propylene oxide. Data for this reaction are ob-
tained from Fogler (1999). Due to the consequence of evapo-
ration of propylene oxide, the reactor temperature cannot ex- () Ny=5
ceed T, = 324 K. There are two possible states for this sys-
tem.

SUCCESSFUL
RUN

410 ¢ (State 4)

(State 3)

310 -
290 295 300 305 310

Coolant temperature, T, (K)

Initial reactor temperature, T, (K)

Figure 12. Safety analysis with k, =[0.02156, 0.02244]

and € =0.1.
State 1. Normal operation. Assuming perfect mixing and The k, uncertainty interval has been split into N, subin-

constant total flow rate heat capacity, the model equations tervals in each plot.
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where X is the outlet conversion of A, 7 =442.44 s is the
residence time in the reactor, k,=4.71x10%"" is the ki-
netic rate constant, E,= 75,295 J/mol is the activation en-
ergy, R =8.314 J/mol-K is the gas constant, A H, = — 84,666
kJ/kmol is the heat of reaction, FC,=5,084.4 W/K is the
constant flow rate heat capacity of the inlet and outlet from
the reactor, F,,=3.01 mol/s is the inlet of flow rate of
propylene oxide, U is the heat-transfer coefficient in W/m?-
K, and A is the heat-transfer area in m?. The temperatures
Ty, Ty, and T are in K, and as defined in Figure 14.

State 2. Unsafe state. Evaporation of propylene oxide, for
T > T, State 2 is a terminal state so that the only transi-
tionis S; > S, when T > T, . T, the reactor outlet tempera-
ture, is the highest temperature in the system, so the condi-

/ T

o

™

Figure 14. CSTR with feed preheating example.
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tion T <T,,,
evaporate.

We consider the startup of the reactor from a uniform
temperature 7, until steady state is reached. The input re-
gion of interest consists of 7,, and UA.

Bounding System. The system (Eq. 37) is then discretized
and its monotonicity is analyzed to yield a bounding system
of the following form

suffices to ensure that the reactant does not

L+1=_i+1()_(i’_zaIin,i)
T:H = Ti+1(_i> Tn Tin,i)
Im,i =Im i (_n %7 IO)
7_—'in i _m,i(’fi’ U_A7 7_—‘0) (38)

Due to the linear dependence of T;, on T and T, the above
bounding system is readily solved at each time step.

Safety Analysis of the Integrated System. The region T X
UA =[290, 300] X [50, 60] is analyzed. The presence of feed-
back in the system, coupled with the exothermic nature of
the reaction, results in a larger degree of overestimation than
previously observed. This in turn requires a tighter tolerance
€ to achieve a given level of accuracy. Figure 15 shows the
results of the safety verification algorithm for € =0.01. The
inlet temperature has a much more important effect on safety
than the performance of the heat exchanger as measured by
UA. The width of the undecidable region is larger than in
previous examples, suggesting that the safe region may be
wider than detected by the algorithm. A thinner boundary
between the safe and unsafe regions would be obtained with
a smaller e value.

A decomposition approach based on the uncoupling of the
safety of the CSTR and the heat exchanger can be used to
gain a better understanding of the issue of feedback. For this
purpose, the safety of the CSTR alone is first studied. The
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Figure 15. Safety analysis for CSTR example for € =

0.01.

Shown are the undecidable region (in black), the “exact”
boundary between safe and unsafe regions, obtained

through 25,000 simulations (- —, in white), the boundary
between safe and unsafe regions obtained through decom-
position (—-—).
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input region consists only of the inlet temperature to the
CSTR, T;,. With € =0.01, the safety verification algorithm
finds that the CSTR is safe (that is, its outlet temperature
does not exceed 324 K) for 290 K < T}, < 296.71 K. For 299.11
K <T,,, the CSTR is unsafe. Thus, the uncertainty region for
the CSTR alone ([296.71, 299.11]) is almost as large as that
for the integrated system ([296.69, 299.17]). This observation
points to the nonlinear nature of the exothermic reaction as a
cause for the size of the undecidable region. The critical value
of the inlet temperature to the CSTR is 75 = 296.71 K. Based
on this value, the safety analysis of the heat exchanger can be
carried out. As shown in Eqgs. 37, T;, depends on the input
variables T, and UA as well as on T. The T dependence
needs to be removed to separate the heat exchanger from the
CSTR. A worst-case approach is taken, whereby T is set to
324 K, the maximum temperature. A boundary between the
safe and unsafe regions is thus given by the line

UA(Tp — TS ) = FC,(TS — T, ) = 0. (39)

Figure 15 shows a comparison of the decomposition ap-
proach with the application of the safety analysis algorithm
to the entire system. The boundary (Eq. 39) obtained through
decomposition leads to a smaller safe region than the analy-
sis for the combined system. This is a result of the approxi-
mation used during the analysis of the heat exchanger (T =
T...)- Thus, despite the large uncertain region obtained, the
safety analysis of the entire system yields more realistic re-
sults than the decomposition approach. The actual safe re-
gion can be expected to be yet larger. In order to measure
the cost of uncertainty, 25,000 simulations of the combined
system were performed at points within the uncertain region.
This led to the identification of the likely exact boundary be-
tween the safe and unsafe regions. Interestingly, 86% of the
uncertain region actually falls in the unsafe region, so that
the rigorous combined analysis underestimates the size of the
safe region by only 0.35 K.

This example illustrates the fact that feedback within the
process can be handled successfully by the approach, and that
the nonlinear dynamics of the system play a major role in
determining the degree of uncertainty in the results. Since
this behavior is most severe in the unsafe region, the safe
region identified is close to the exact safe region. Most im-
portantly, the region identified as safe through both the de-
composition and integrated approaches is indeed uncondi-
tionally safe for the time horizon studied.

Conclusions

The assessment of the safety of a given process requires
the reliable identification of safe operating conditions. How-
ever, the completion of this task to yield a realistic represen-
tation of possible hazards is hindered by the presence of non-
linearities and uncertainties as is typical in chemical plants.
In this context, the framework proposed in this work for the
modeling and reliable safety analysis of general processes can
serve as a useful complement to the qualitative techniques
which are generally used in hazard assessment, such as
HAZOP. The formalism of the “region-transition model” re-
lies on the concepts of hybrid systems and interval arithmetic

AIChE Journal

and takes into account the full dynamics of the system. Non-
linearity and uncertainty are naturally handled within the ap-
proach. A significant advantage of the proposed methodology
is that it operates on regions of the operating space, rather
than on points within the space. As a result, nonlinear rela-
tionships between disturbances and initial conditions that
guarantee safe operation are identified. A recursive safety
analysis algorithm which follows a branch-and-bound ap-
proach has been implemented and successfully applied to
three case studies: a linear tank example with uncertainty, an
exothermic reaction in a batch reactor with uncertainty in the
kinetic parameter, and an exothermic reaction in a CSTR with
feed preheating.

The examples studied in this article all have low-dimen-
sional input spaces. Furthermore, only constant deviations
from nominal operation have been considered (constant dis-
turbances). Current work therefore focuses on extending the
approach to larger problems and more realistic disturbances.
Two key issues are of importance: the derivation of tighter
bounding trajectories, where differential inequalities (Walter,
1970) may be particularly helpful, and the representation of
high-dimensional results in a compact and useful form.
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